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Fly the Aircraft First

Z NTSB accident data suggest that pilots, while distracted by less
essential taskings, have lost control of their aircraft and crashed.

Z Inlight of this pilots are reminded to maintain aircraft control at all
times. This may mean a delay in responding to ATC communication:s
and passenger requests, or not responding at all unless positive
aircraft control can be maintained throughout.

ﬁ ﬁl\\;.l\?itgeate Z In other words, Ely the Aircraft First!
A Communicate Z From the earliest days of flight training, pilots are taught an
A Mitigate Important set of priorities that should follow them through their

entire flying career: Aviate, Navigate, and Communicate. The top
priority 2 always? s to aviate. That means fly the airplane first!

Z Cybersecurity is very similar for Public Safety
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Public Safety Cyber Attack Every Month of 2018 (@)

Jan) NM
Feb) NC
Mar) GA
Apr ) OH
May MS
Jun) MO
Jul ) CT:
Aug) CA
Sep) MA
Oct ) NY:
Nov) NJ:

Dec) IL :
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City of Farmington recovering after SRr_@gij“@_rmgwielgﬁie.c_k(O] /05/2018)
Davidson County computers shuRcG/m S\_Qcmwarraeﬁ/l 6/2018)

Computer virus crip RQG?NfS:@Am:WcCI:Reerver (04/23/2018)

Virus shuts down Lauderdale County's computer network (05/29/2018)

Kansas City PD experiences department-wide computer outage (06/01/2018)

City of Derby police computeIRCHASOMWAre (07/10/2008)

Malware brings San Benito County computers down for over a week (08/29/2018)

City of West Tisbury PD disabled after computer virus infection (09/22/2018)

Ostego County servers were hacked by crypto miners (10/10/2018)
Rockaway Township police compu’rersR*Q/NCS@ mW@ﬁQU 1/26/2018)
Montville Township Police Dept Hacked: Computers Down (12/17/2018) %
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http://www.krqe.com/news/news-briefs/virus-targets-city-computers-in-farmington/1009447738
http://www.the-dispatch.com/news/20180216/county-computers-shut-down-by-ransomware
http://www.11alive.com/mobile/article/news/local/fbi-investigating-cyber-attack-on-city-of-atlanta-computers/85-530947288
https://www.whio.com/news/local/computer-virus-cripples-riverside-police-fire-server/ZmcXnwlGySR8QyIc6h2iMM/
http://www.meridianstar.com/news/local_news/virus-shuts-down-lauderdale-county-s-computer-network/article_48e9233f-32cc-550c-94f9-1a7b25b644c3.html
https://www.kshb.com/news/local-news/kcpd-has-department-wide-computer-shut-down
https://www.wtnh.com/news/connecticut/new-haven/derby-police-computers-hacked-critical-files-held-for-ransom/1294256406
https://benitolink.com/news/malware-brings-county-computers-down-over-week
https://vineyardgazette.com/news/2018/09/22/after-computer-virus-west-tisbury-town-hall-scrubs
http://www.thedailystar.com/news/local_news/otsego-county-network-hacked/article_268ef6fa-c801-11e8-a67c-5fbff44727a1.html
https://www.dailyrecord.com/story/news/local/morris-county/2018/11/26/rockaway-twp-police-computers-down-after-possible-cyber-attack/2118354002/
https://www.tapinto.net/towns/montville/articles/montville-township-hacked-computers-down

Public Safety Cyber Attack Every Month of 2018 (@)

Jan) NM City of Farmington recovering after SamSam ransomware attack(01/05/2018)
Feb) NC Davidson County computers shut down by ransomware (02/16/2018)

Mar) GA Cyber Attack Hits Atlanta Computers (03/22/2018)

Apr) OH Computer virus cripples Riverside police, fire server (04/23/2018)

May MS ‘_Vii!r._w_lS*JC/cM'GIJW@I;r;e County's computer network (05/29/2018)

Jun) MO Kansas City PD experiences deporTnVrir‘UL&MQMGL% (06/01/2018)
Jul ) CT: City of Derby police computers hacked by ransomware (07/10/2008)

Aug) CA ;VJMU-S [rMs@:IWeGEe;ounTv computers down for over a week (08/29/2018)
Sep) MA  City of West Tisbury PD ssanieMiEUs /Malware. - (09/22/2018)

Oct ) NY: Ostego County servers were hacked by crypto miners (10/10/2018)

Nov) NJ: Rockaway Township police computers down after cyber attack (11/26/2018)

Dec) IL : Montville Township Police DepVIi:ch3$!;/(M'G_Ir\.N,Gzrwe (12/17/2018)
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Public Safety Cyber Attack Every Month of 2018 (@)

Jan) NM City of Farmington recovering after SamSam ransomware attack(01/05/2018)
Feb) NC Davidson County computers shut down by ransomware (02/16/2018)

Mar) GA Cyber Attack Hits Atlanta Computers (03/22/2018)

Apr) OH Computer virus cripples Riverside police, fire server (04/23/2018)

May) MS  Virus shuts down Lauderdale County's computer network (05/29/2018)

Jun ) MO Kansas City PD experiences department-wide computer outage (06/01/2018)
Jul ) CT: City of Derby police computers hacked by ransomware (07/10/2008)

Aug) CA Malware brings San Benito County computers down for over a week (08/29/2018)
Sep) MA City of West Tisbury PD disabled after computer virus infection (09/22/2018)

Oct ) NY: Ostego County servers Wergﬂyﬁpjt@ m:ltnrl'ng_ (10/10/2018)
Nov) NJ: Rockaway Township police computers down after cyber attack (11/26/2018) e

Dec) IL : Montville Township Police Dept Hacked: Computers Down (12/17/2018)
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http://www.krqe.com/news/news-briefs/virus-targets-city-computers-in-farmington/1009447738
http://www.the-dispatch.com/news/20180216/county-computers-shut-down-by-ransomware
http://www.11alive.com/mobile/article/news/local/fbi-investigating-cyber-attack-on-city-of-atlanta-computers/85-530947288
https://www.whio.com/news/local/computer-virus-cripples-riverside-police-fire-server/ZmcXnwlGySR8QyIc6h2iMM/
http://www.meridianstar.com/news/local_news/virus-shuts-down-lauderdale-county-s-computer-network/article_48e9233f-32cc-550c-94f9-1a7b25b644c3.html
https://www.kshb.com/news/local-news/kcpd-has-department-wide-computer-shut-down
https://www.wtnh.com/news/connecticut/new-haven/derby-police-computers-hacked-critical-files-held-for-ransom/1294256406
https://benitolink.com/news/malware-brings-county-computers-down-over-week
https://vineyardgazette.com/news/2018/09/22/after-computer-virus-west-tisbury-town-hall-scrubs
http://www.thedailystar.com/news/local_news/otsego-county-network-hacked/article_268ef6fa-c801-11e8-a67c-5fbff44727a1.html
https://www.dailyrecord.com/story/news/local/morris-county/2018/11/26/rockaway-twp-police-computers-down-after-possible-cyber-attack/2118354002/
https://www.tapinto.net/towns/montville/articles/montville-township-hacked-computers-down

2019 Has Been No Better - Thru March QD

O

Jan) TX
Jan) WI:
Jan) GA
Jan)MD
Jan) OH
Jan) TX
Feb) PA
Mar) GA
Mar) CT:
Mar) TX:
Mar) NC
Mar) TX:
Mar) NY:
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Lamar County CAD and videos hit by ransomware (01/10/2019)

Personal Info from thousands possibly stolen from Kewaskum PD (01/15/2019)
Macon-Bibb Co., sheriff's website hacked by “Turkish Cyber Army” (01/20/2019)
Salisbury PD Faces "Worst Computer Network Attack™ In History (01/23/2019)

Akron combats ransomware attack on city servers — 311 down (01/25/2019)

Federal Agents investigates attempted hacking at Bexar County Jail (01/31/2019)
Malware Attacks Chester County services — CAD impacted (02/19/2019)

Jackson County pays $400K ransom — Sheriff’s Office locked out (03/04/2019)
Plymouth Town Computers Infected with Ransomware — PD down (03/08/2019)

Early morning sirens in Lancaster, DeSoto caused by system hack (03/12/2019)

Orange County Sheriff's Office part of County ransomware attack (03/18/2019)

Fisher County Sheriff's Office Network Held for Ransom (03/29/2018)

Albany ransomware attack affecting records, police (03/31/2019)

05/21/18 ]O


https://www.zdnet.com/article/what-happens-when-the-cops-get-hit-with-malware-too/
https://www.tmj4.com/news/local-news/criminals-may-have-stolen-personal-info-from-thousands-after-hacking-kewaskum-pd-computer
https://www.13wmaz.com/article/news/macon-bibb-co-sheriffs-website-hacked/93-9ec62170-6cd5-4308-b338-0fcaac8e48e9
http://www.wboc.com/story/39841796/salisbury-police-department-faces-worst-computer-network-attack-in-history
https://www.ohio.com/news/20190125/akron-combats-financially-motivated-cyberattack-on-city-servers
https://foxsanantonio.com/news/local/bexar-county-election-hacked
https://patch.com/pennsylvania/westchester/malware-attacks-chester-county-government-online-services
http://www.fox5atlanta.com/news/jackson-county-cyber-attack
https://www.nbcconnecticut.com/news/local/Plymouth-Town-Computers-Infected-with-Ransomware-506891361.html
https://www.dallasnews.com/news/weather/2019/03/12/sirens-blare-glitch-warning-system-awakens-residents-lancaster-desoto
https://www.heraldsun.com/news/local/article228089459.html
https://www.fishercountychronicle.com/articles/2019/03/29/fisher-county-sheriff%E2%80%98s-office-network-held-ransom
https://www.timesunion.com/news/article/Albany-police-can-t-access-scheduling-system-13730578.php

2019 Has Been No Better - April QD

Apr ) NC Ransomware hits City of Greenville — Police first to notice (04/10/2019)

Apr ) GA: Stone Mountain Park Police revert to pen/paper after cyberattack (04/11/2019)
Apr ) FL: City of Stuart Hit by ransomware - Police hand writing reports (04/16/2019)
Apr) ME Cyberattack shuts down Augusta public safety computers (04/18/2019)

Apr) TX: County-wide virus impacts the Potter County Sheriff's Office (04/22/2019)

Public Safety is HIGHLY VULNERABLE

A 80% are small centers
A Many ECCs have inadequate cyber infrastructure

A Most public safety personnel are not cyber trained
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http://www.reflector.com/News/2019/04/10/City-assessing.html
http://www.fox5atlanta.com/news/cyberattack-leaves-some-stone-mountain-services-inaccessible
https://www.wptv.com/news/region-martin-county/stuart/fbi-investigating-ransomware-targeting-city-of-stuart
https://www.sunjournal.com/2019/04/18/city-of-augusta-hit-by-computer-virus-city-center-closed/
https://www.ohio.com/news/20190125/akron-combats-financially-motivated-cyberattack-on-city-servers

Two Cyber Challenges Posed by NG9-1-1 Q&)

Q 9-1-1 Caller 'B'

1

The “citizen”

-- accidental
-- intentiondl

911 CPE

Traditional B~ =
division

The "big pipe”
-- pictures/videos
-- go to 15" responders

Known

Possible
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Next Generation

The monster that ate our brains or our best hope?

ALetds get real é Next Generation,
are on the hacking playing field *now*

A That |listing of hacks isnot a | i
A Adopt Next Gen early or | ate, vyo
*now*
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How PSAPSs fall

Donot know whatodos running on the

Donot know expected traffic fl ow

Donot function as an I ntegration

A Change traffic flows without informing vendors

A Availability / funding issues

AThinking NG will change the risk
soup, NG is the only way to mitigate the risks.

To o T
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Action today

Make sure you have backups! -Test t he
network.

Map the networks. Know the ways in and out and across.

Communicate this information to vendors.

Pay more attention to GIS!

Start budgeting for managed services or FTE security T going to be

needed.

Start mapping dependencies. We do it with power and infrastructure,

start doing it with digital infrastructure. ((DNS))

o o To  To T
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