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Overview

Z Aswe transition to IP-based architectures across government,
we will face increasing exposure to cyber threats and
vulnerabilities that did not exist in the legacy environment

£ Existing work including the NIST CybersecurityFramework,
the ongoing work of FCC, and advancing DHS solutions can
assist in cyberrisk management strategiedor the ecosystem
as awhole

£ Cyberrisk management strategies musbe implemented at
multiple levels from core services to the local level.
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The Threat

F Advanced technologies are becoming more integrated
into government communications networks

F New and emerging cyber risks are an increasing
concern

E Many initiatives to mitigate and combat these risks are
underway in both the public and private sectors to
keep these systems safe and secure
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\Cyﬁﬁ Incidents — Public Safety

72 Ransomware Maine, Arkansas, Tennessee Law Enforcement agencies
Z Multiple Health Care facilitiesworldwide

Z Atlanta
Z OHPSAP /County
z DCCCTV
Zz Law Enforcement and Medical are prime targets to due nature ofcords
E  TDoS
Z 300+ TDoSvs Public Safety (91-1, Law Enforcement, Fire, EMS, Emergency Management)

Zz 12 StateTDoSevent
Z  Swatting

Z Known incidents Nationwide

Z COTS products

z Impact expandingz Recent fatal shooting is example of risk
E  Jamming/ Interference

Zz Known incidents Nationwide

Zz COTS products

Z Impact can be minor to severe (TX, OKl)
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Cybersecurity : Options and Actions
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Cyber Strategy

Z The reduction of any cybersecurity framework to
practice is rooted in the ability to identify assets,
owners of these assets, threats/risks to these assets,
and methods to mitigate the threats/risks.
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Internet Protocol-Based Technologies Impact to Public Safety Communications

Incident Response
and Coordination

Governmental > Governmental
Entities ( Entities
(F/s/L/T/T) (F/s/L/T/T)
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Warnings
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Public, Public,
NGOs, > NGOs,
Private Sector Private Sector
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Exchange
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Public Safety Voice & Data Interoperability

Public Safety / Government Mission Ancillary Data Access
Critical Voice Voice and Exchange
Cache Radios Wireline Commercial
2G/3G
Shared Channeis Commercial Commercial
Cellutar A=
Gateways
Voice Over IP Prnivate Data
Shared & (VoIPATE) Networks
Standards Based  prionity Service Public Safety
Systems (GETS/WPS) LTE
Alerts & Disseminate
Warnings Information
- Emergency
Outdcor Warning TV/Radio News = =
Systems Conferences Communications
Proprietary Website/Medi Ecosystem
Notification Updates
Systems

Emergency Alert
System (EAS)

IPAWS (including
silver/ amber alerts)

Citizens / Media / Industry

A comprehensive view of the
capabilities, functions and
methods that constitute
incident communications

Social Media
Updates

Awareness Interaction

TV/Radio Media Auxiliary Comms /
Amateur Radio

Mobile Apps

Cellular Voice
Radio Scanners - -
7S R Cotnrnet;elal Mobile

Websites Social Media

Public Interaction & Awareness

Public Safety / Government

Incident
Reporting

Emergency Call
Boxes

S-1-1/E 9-1-1
Text to 9-1-1

Next Generation
o-1-1

Auxiliary Comms/
Amateur Radio

Information
Sharing

Voice Tip Lines

Text/Web Tip
Lines
Mobile Apps
Passive
Monitoring
(CCTV/alarms)

Citizens / Media / Industry
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Emergency Communications Cybersecurity Center

(NGCS)

ESINet IP Transport

Emergency Communications Cybersecurity Center (EC3)

Data Management ,
- Archive Metadata Mastg Tools Rules Mgt. ﬂ
'yrspecﬂon & Flltering‘ Exfiltration Attempt
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\Cyﬁ'e/rsecurity Resources

Z Department of Homeland Security
Z Critical Infrastructure Cyber Community Voluntary Program (C3VP)

Z Critical Infrastructure Cyber Information Sharing and Collaboration
Program (CISCP)

F CyberReports & Recommendations
 Cybersecurity Products & Solutions:

£ National Cybersecurity and Communications IntegratiorCenter

(NCCIC)

z NCCIC/National Coordinating Center for Communications (NCC)
Z NCCIC/United States Computer Emergency Readiness Team-QCERT)
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OEC Public Safety Cybersecurity Technical Assistance

 OErovidesassistance that enhances Public Safety operations
cybersecurity preparedness
W We can provide assistance with:

Public Safety Governance for Cybersecurity
CybersecurityBasics for Leaders afttactitioners
Establishing Cybersecurity Plans and Policies
Understanding the Leg& Regulatorjandscape
OperationalPlanning andexercises

© O O O O O

Media Response Strategies
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QUESTIONS?
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