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Overview

Ɇ As we transition to IP-based architectures across government, 
we will face increasing exposure to cyber threats and 
vulnerabilities that did not exist in the legacy environment.  

Ɇ Existing work including the NIST Cybersecurity Framework, 
the ongoing work of FCC, and advancing DHS solutions can 
assist in cyber risk management strategies for  the ecosystem 
as a whole

Ɇ Cyber risk management strategies must be implemented at 
multiple levels from core services to the local level.  

Overview



ɆAdvanced technologies are becoming more integrated 
into government communications networks

ɆNew and emerging cyber risks are an increasing 
concern

ɆMany initiatives to mitigate and combat these risks are 
underway in both the public and private sectors to 
keep these systems safe and secure

The Threat





Cyber Incidents – Public Safety
Ɇ Ransomware Maine, Arkansas, Tennessee Law Enforcement agencies

ɀ Multiple Health Care facilities worldwide

ɀ Atlanta

ɀ OH PSAP / County

ɀ DC CCTV

ɀ Law Enforcement and Medical are prime targets to due nature of records

Ɇ TDoS

ɀ 300+ TDoSvs Public Safety (9-1-1, Law Enforcement, Fire, EMS, Emergency Management)

ɀ 12 State TDoSevent

Ɇ Swatting

ɀ Known incidents Nationwide

ɀ COTS products

ɀ Impact expanding ɀRecent fatal shooting is example of risk

Ɇ Jamming / Interference

ɀ Known incidents Nationwide

ɀ COTS products

ɀ Impact can be minor to severe (TX, OK, HI)
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Cybersecurity : Options and Actions



Methodology

ɀ The reduction of any cybersecurity framework to 
practice is rooted in the ability to identify assets, 
owners of these assets, threats/risks to these assets, 
and methods to mitigate the threats/risks. 

Cyber Strategy







Emergency Communications Cybersecurity Center



Ɇ Department of Homeland Security 

ɆCritical Infrastructure Cyber Community Voluntary Program (C3VP) 

ɆCritical Infrastructure Cyber Information Sharing and Collaboration 
Program (CISCP) 

ɆCyber Reports & Recommendations

ɆCybersecurity Products & Solutions:

ɆNational Cybersecurity and Communications Integration Center 
(NCCIC)
ɀ NCCIC/National Coordinating Center for Communications  (NCC)

ɀ NCCIC/United States Computer Emergency Readiness Team (US-CERT)

Cybersecurity Resources



OEC Public Safety Cybersecurity Technical Assistance
• OEC provides assistance that enhances Public Safety operations 

cybersecurity preparedness
ω We can provide assistance with:

o Public Safety Governance for Cybersecurity

o Cybersecurity Basics for Leaders and Practitioners

o Establishing Cybersecurity Plans and Policies

o Understanding the Legal & Regulatory Landscape

o Operational Planning and Exercises

o Media Response Strategies






